ABSTRACT Because billions of mobile phones build a bridge between mobile sensor networks and social networks, the content of a rumor is diffused faster than ever. Therefore, rumor diffusion becomes an important issue in those two networks and how to predicate rumor diffusion becomes more important in handling rumors when they cause a little impact at the beginning. However, the state-of-the-art diffusion models focus on the macroscopic group impact and ignore the microcosmic individual impact. Therefore, they are not suitable to perform the rumor diffusion predication in the condition of only one rumor spreader at the beginning stage of rumor diffusion. To solve that problem and predicate the rumor diffusion process, we propose a novel game theory-based model, called Equal Responsibility Rumor Diffusion Game Model (ERRDGM), to simulate the rumor diffusion process. In this model, we first depict the diffusion process as a game between the individuals and their neighbors who choose to retweet or not according to their diffusion game revenues; second, the players will share the responsibility of diffusing a rumor in calculating their game revenues; finally, when the game reaches the Nash equilibrium state, we build the rumor diffusion predication graph which indicates the diffusion scale and network structure of rumor diffusion in a social network. According to this idea, our ERRDGM model can capture the diffusion impact of microcosmic individuals and enable us to perform the rumor diffusion process when there are only a few rumor spreaders at the beginning stage of rumor diffusion. Our experiment results indicate that our ERRDGM model can give a more accurate rumor diffusion predication results not only from the diffusion scale but also from the social network structure.
I. INTRODUCTION
In the current information society, billions of mobile phones were used to speed up the information diffusion. As one kind of sensors in sensor network, mobile phones not only build a huge sensor network which carries the information but also form a virtual social network. In Wikipedia [1] , a social network is defined as a social structure made up of a set of social actors (such as individuals or organizations), sets of dyadic ties, and other social interactions between actors. Based on the complicated social network structure, rumors were diffused one by one through the social links in a social network. Peterson and Gist [2] defined a rumor as a tall tale of explanations of events circulating from person to person and pertaining to an object, event, or issue in public concern. In our research work, rumors were tagged by human that means all rumors were confirmed by authorities. Although authorities sometimes make mistakes and declare that a post is a rumor, we assume that all rumors are tagged correctly and authorities are trustable to simplify the condition of rumor analysis.
From the view of rumor diffusion, although the sensor network and the social network are different in network structure and function, they closely cooperate in rumor diffusion (the sensor network carries out the rumor content transmission and the social network performs the rumor semantic diffusion impact). Therefore, by using mobile phones, rumors are diffused faster than ever both in sensor networks and social networks and it becomes one of the serious problems in social media. Vosoughi et al. [3] found that the falsehood information diffused much farther, faster, deeper, and more broadly than any other truth information in Twitter. In their experiment, there are about 126,000 stories were spread by 3 million people from 2006 to 2017. Although authors had not proved whether rumors are diffused faster than breaking news in the experiment, they found that false news was more novel than true news and people were more likely to share novel information. The Soroush Vosoughi's conclusion indicates that rumor will challenge the current lagging rumor analysis methods and have a huge effect from virtual social network to real society. In 2015, the New Media Blue Book [4] released by the Chinese Academy of Social Science showed that 59% of rumors came from Weibo which is the largest Microblog in China ( Figure 1 ). Because of the open access and huge number of users, Weibo becomes a breeding ground of rumors in China.
To effectively handle rumors, the common rumor processing procedure includes two steps, rumor detection and rumor diffusion predication. Rumor diffusion predication is necessary because it is hard to tell the impact of a rumor in the rumor detection step. Through the rumor diffusion predication, we can obtain the information diffusion scale and structure which help us to find rumors with big influences in the future. However, the state-of-the-art diffusion models focus on the macroscopic group impact and ignore the microcosmic individual impact. Therefore, they are not suitable to perform the rumor diffusion predication in the condition of only one rumor spreader at the beginning stage of rumor diffusion.
Rumor diffusion is different from shocking news diffusion. Once a rumor has been recognized, users will focus on whether it is a rumor or not. In contrast, for a shocking news, users will focus on the topic and users' sentiments. In this way, most users will not diffuse a rumor, but they will diffuse a shocking news several times in different sentiment and subtopic. The diffusion process of users' focus is similar with a game process because most people will diffuse some posts which can improve their impacts in a social network. Therefore, in this paper, we try to model the rumor diffusion process as an individual game process and predicate the diffusion lattice, diffusion scale and diffusion network structure. To simplify the game model, we assume that there is no topic excursion problem which means that we ignore the diffusion content and its changes, we model a social individual behavior according to his/her revenue and risk which are calculated according to Equal Responsibility assumption in rumor diffusion.
The main contributions of our paper are the followings:
(1) We propose a game theory based Chinese Microblog rumor diffusion analysis approach which models the social individual behavior to predicate the rumor diffusion scale and diffusion network structure at the beginning stage of rumor diffusion.
(2) We use breadth first and depth first method to build a diffusion lattice and model the diffusion path.
The rest of the paper is organized as follows. Sec.2 describes related works. The details of our approach are elaborated in Sec.3. Rumor diffusion experiment results are given in Sec.4. Sec.5 concludes the paper.
II. RELATED WORK
Rumor analysis is not a new research topic in science. It has been studied in many fields, including economics, psychology and social science [5] - [10] . With the development of social network applications, rumors become a big problem because of the rapid diffusion speed of social networks [11] - [13] . Rumor diffusion is a complex problem which involves sociology, information science and computer science, etc. The reasons of rumor diffusion are the high level of uncertainty, anxiety and lacking official news [14] , [15] . The researches about rumor diffusion can be divided into two fields: rumor diffusion feature analysis and rumor diffusion predication.
In rumor diffusion feature analysis, many related features were studied and showed the essence of rumor diffusion. Arif et al. [16] studied the rumor dynamics from three complementary factors: volume, exposure and content production. This fused approach is able to find the relevance between message content and rumor diffusion process in social media during crisis event. Mendoza et al. [17] analyzed rumors in 2010 Chile earthquake. Their results showed that the rumor diffusion differed from news diffusion because rumors tended to be questioned more than news by the Twitter community. Tripathy et al. [18] simulated two anti-rumor methods in Twitter social network and found that coupling the detection and anti-rumor strategy by embedding agents in the network was an effective way of fighting against rumor. Andrews et al. [19] studied the function of official accounts in correcting the rumor and slowing the rumor diffusion. The results showed that a rumor-crisis processing organization played an important role by posting a denial and supported post in slowing the rumor diffusion speed. Collard et al. [20] focused on two antagonistic properties of spreader: profusion VOLUME 7, 2019 and scarcity. The results showed that scarcity was more important than profusion in rumor diffusion. Lin et al. [21] proposed two social content attributes which can show the diffusion purposes of rumors.
In rumor diffusion predication, some state-of-the-art diffusion models were proposed to simulate the rumor diffusion process. Inspired by SIR epidemic model, Bao et al. [22] proposed a new SPNR model and identified the concrete propagation relationships to study the rumor diffusion. In this model, there are two kinds of people. One is the person who believe rumor, the other is the person who don't believe rumor. In this SPNR model, four diffusion states are defined which are infectious state, positive infection state, negative infection state and immune state. Those four states can be transformed by certain probability. Kurihara [23] proposed a multi-agent information diffusion model based SIR model to focus false rumor diffusion analysis. Lim et al. [24] discussed a sharp characterization of networks in which games admitted Pure Strategy Nash Equilibria (PSNE) in a simple two firms competition in rumor diffusion. Zinoviev and Duong [25] proposed a game model which only dealt with a one-way information diffusion in a star-shaped social network. Serrano et al. [26] proposed a novel agentbased social simulation model to model rumors diffusion in Twitter. In this work, authors supposed that the recovered user would not influence others in social network.
Although some state-of-the-art rumor diffusion models were proposed and achieved some good simulation results, they mainly assume that the diffusion were performed according to some global diffusion probabilities and simple social network structures. For example, SIR based models [22] , [23] assume a fixed diffusion probability which is not suitable for analyzing the individual diffusion process, Game models [24] , [25] are performed on several simple network structures, such as tree structure, which are not the same as the real rumor diffusion networks. These limitations cause that those approaches cannot effectively predicate the rumor diffusion in the beginning stage of diffusion because it lacks enough data to estimate a right diffusion probability and diffusion network. In this paper, we propose a novel game model to capture the diffusion influence of microcosmic individuals which enables us to perform the rumor diffusion process when there are only a few rumor spreaders at the beginning stage of rumor diffusion.
III. EQUAL RESPONSIBILITY GAME MODEL
In this section, we build a game theory model to simulate the rumor diffusion process. The advantage of our approach is that we model each diffusion node to capture the diffusion influence of microcosmic individuals.
A. GAME THEORY BASED RUMOR DIFFUSION PREDICATION FRAMEWORK
In Weibo, most users want to share their feelings and opinions. From the view of game theory, those sharing behaviors aim to get benefits including obtaining more focus, obtaining more fans and becoming an opinion leader. Compared with other kind of contents, rumors often come from some hot topics with some fabrications and falsifications, and their contents include some shocking messages which catch people's fancies. Although people will not easily believe a message from social network space, most famous rumors contain enough shocking messages which encourage people to diffuse them to achieve more focuses from others. Therefore, unless users believe that a post is a rumor, many users would like to diffuse a post with more benefits. From the view of game theory, rumor diffusion behavior not only achieves gain but also suffers loss. The gain is obtaining more fans and focuses from social media, and the loss is that the public trust will decrease if the behavior of rumor diffusion is confirmed.
To simulate the rumor diffusion process, we consider two game players, current user and his/her neighbors, who perform the rumor diffusion process in social networks. The rumor diffusion predication process is shown in Figure 2 and the diffusion process is detailed as follows:
First, when a rumor is received by a social network user, the user will play game with neighbors to decide his/her revenue in game.
Second, by performing the game process for each user, we build a diffusion lattice which shows the predicated rumor diffusion path.
Finally, we build the rumor diffusion predication graph in a social network which indicates the diffusion scale and network structure of rumor diffusion.
Considering two different revenue functions in our game theory based rumor diffusion predication process, we proposed two different diffusion model, Basic Rumor Diffusion Game Model (BRDGM) and Equal Responsibility Rumor Diffusion Game Model (ERRDGM).
B. BASIC RUMOR DIFFUSION GAME MODEL
In this model, we think that there are two game players, current user and his/her fans who don't diffuse a rumor in social networks. Those players undertake their own responsibility of diffusing a rumor. The diffusion model is defined as follows:
Assume that node i denotes the ith node who receives a rumor in social networks, fans(i) denotes the fans of node i and the number of fans is n i . For node i , there are two strategies, retweet and non-retweet. For those fans, the game strategies is S n = {0, 1, . . . , m}, which indicates the number of fans who will retweet the rumor in the future and m is the number of fans who don't retweet the rumor.
When node i diffuse the rumor, it will obtain revenue u and risk v, here v denotes a penalty term which obeys normal distribution. Because each player undertakes his/her own responsibility of diffusing a rumor, the risk v is undertaken by node i . Furthermore, we define the revenue function of node i as follows:
The revenue of a fan comes from revenues of all fans of node i who diffuse a rumor. Therefore, the revenue of fans is 4480 VOLUME 7, 2019 FIGURE 2. Game theory based rumor diffusion predication process. 
where v(p) is the penalty term for the pth fans, m i indicates that there are m i fans who diffuse the rumor. When node i doesn't diffuse the rumor, it will obtain nothing and the revenue function of node i is defined as follows:
In this condition, although fans cannot receive the rumor from node i , they can receive the rumor from other nodes and the diffusion probability will decrease. We define the revenue function of fans as follows:
where γ denotes the ratio of decreased revenue. Based on the above definition, the game process is defined as follows:
(1) Game players are defined as U = {i, fans(i)} which includes the node i and its fans fans(i).
(2) Game strategy is denoted as S = {S c , S f }, where S c is the game strategy for node i , S f is the game strategy for fans. S c = {retweet, non − retweet} S n = {0, 1, . . . , m} m is the number of fans who don't diffuse the rumor.
(3) Game revenue function is denoted as G = {C, F}. According to the game process, we have a game revenue matrix, which is shown in Table 1 .
C. EQUAL RESPONSIBILITY RUMOR DIFFUSION GAME MODEL
In this model, we also consider two game players, current user and his/her neighbors in social networks, will share the responsibility of diffusing a rumor. In other word, if more neighbors diffuse the rumor, the loss of current user will decrease. Based on this assumption, we model the diffusion process as follows:
Assume that node i denotes the ith node who receives a rumor in social network, neighbor(i) denotes the neighbors of node i and the number of neighbors is n i , k i denotes the number of followers for node i , f i denotes the number of fans of node i . Since neighbors of node i only include followers and fans, we have k i + f i = n i . For node i , there are two strategies, retweet and non-retweet. Suppose that the diffusion of node i only affects the fans group. Let z i denotes the number of neighbors who diffuse the rumor, and zf i denotes the number of fans who diffuse the rumor. Therefore, we have f i − zf i fans who haven't diffused the rumor. Compared with the players who diffuse the rumor, those neighbors are another kind of game players. We define the strategies of those players as {zf i + 1 fans diffuse the rumor, zf i + 2 fans diffuse the rumor, . . . , f i fans diffuse the rumor}, totally f i −zf i strategies.
When node i diffuses the rumor, it will obtain revenue u and risk v z i +m i +1 , here m i denotes the number of fans who will diffuse the rumor in the future, 1 denotes that node i diffuses the rumor, v denotes a penalty term which obeys normal distribution. Furthermore, we define the revenue function of node i as follows:
The revenue of neighbors is calculated by the average of revenues of all neighbors. Since there are two kinds of neighbors, the diffusion group and the non-diffusion group, we define the revenue function of neighbors as follows:
where α and β are the weight of two groups. When node i doesn't diffuse the rumor, it will obtain nothing and the revenue function of node i is defined as follows:
In this condition, although fans cannot receive the rumor from node i , they can receive the rumor from other nodes and the diffusion probability will decrease. We define the revenue function of neighbors as follows:
Compared with equation 6, equation 8 has two differences. Firstly, 1 is removed because the node i doesn't diffuse the rumor. Secondly, we add a decay factor γ whose range is (0, 1) to decrease the diffusion contribution of fans who will diffuse the rumor.
Based on the above definition, the game process is defined as follows:
(
1) Game players are defined as U = {i, neighbor(i)} which includes the node i and its neighbors neighbor(i).
(2) Game strategy is denoted as S = {S c , S n }, where S c is the game strategy for node i , S n is the game strategy for neighbors. S c = {retweet, non − retweet} S n = {0, 1, . . . , m} m is the number of neighbor who doesn't diffuse the rumor.
(3) Game revenue function is denoted as G = {C, N }. According to the game process, we have a game revenue matrix, which is shown in Table 2 .
D. RUMOR DIFFUSION LATTICE
To obtain a diffusion network, we divide the diffusion process into the game process and diffusion process. In the game process, we use the proposed game approach to calculate the diffusion nodes. In the diffusion process, we use a lattice structure to capture the diffusion path which is shown in Figure 4 . In this figure, source node denotes the source node of rumor diffusion, the yellow nodes denote the users who diffuse a rumor, the white nodes denote the users who don't diffuse a rumor and the direction of an arrow denotes the diffusion direction. In the diffusion process, most nodes retweet a rumor according to the social network. However, because users can receive a rumor from other Medias, such as forums and news, we have to consider this diffusion process in the diffusion process. For example, in Figure 4 , although node 5 doesn't have the connection to the rumor diffusion nodes, it also diffuses the rumor in our diffusion lattice. In this circumstance, the retweet probability is low and it is set to be 0.5. Considering the lattice structure has two traversal behaviors, breadth first and depth first, we have tested both two traversal behaviors in our experiment. The diffusion lattice building algorithm is shown in Algorithm 1.
Algorithm 1 Diffusion Lattice Building Algorithm
Input: Rumor r, Social network S = (E, V ), E is the edge set and V is the node set. Output: Diffusion lattice DL = (DE, DV ), where DE is the diffusion edge set and DV is the diffusion node set.
1. Push all nodes in V into unvisited node set U . 2. For rumor r, find the source node node s , and the push node s into the diffusion node set DV = DV + {node s }. Update unvisited node set U = U − {node s }. 3. For each node node i , where node i ∈ U and node i / ∈ DV , use breadth first or depth first method to traverse the social network and do the following steps.
3.1 Update diffusion lattice.
where father(node i ) denotes the father node of node i according to the breadth first or depth first traversal method.
3.2 Calculate the revenue function C and N . 3.3 Build the game revenue matrix. 3.4 Find the Nash equilibrium and choose the strategy for node i and its neighbors according to the game revenue matrix.
3.5 If the chosen strategy of node i is retweet, then tag the node i in DL as a diffusion node.
3.6 If the chosen strategy of node i is non-retweet, then tag the node i in DL as a non-diffusion node.
3.7 If U = φ, then go to step 4, otherwise go to step 3.1.
Output diffusion lattice DL = (DE, DV ).
In Algorithm 1, after obtaining the game revenue matrix, we perform the game process between game players. Finally, the game will reach the Nash equilibrium state which is treated as the steady state of rumor diffusion, and the nodes are selected as diffusion nodes and non-diffusion nodes according to the strategy which is chosen by each node in the Nash equilibrium state.
IV. EXPERIMENT A. EXPERIMENT SETUP
To validate the performance of our model, we crawled three rumors with diffusion networks. Our experiment dataset was crawled from Sina Weibo which is one of the largest social media in China. We extracted all information which includes diffusion links, social links, users information, and so on, and transformed them into a structured dataset. Three rumors are selected according to the different fields. Rumor 1 belongs to financial topic. Rumor 2 belongs to social event topic. Rumor 3 belongs to health topic. All three rumors are crawled from the Sina Weibo rumor report system where people report suspicious tweets to Sina Company. After determination by Sina Company, all true rumors are labeled. Furthermore, we have crawled all rumor diffusion nodes which relate to three rumors and non-diffusion nodes which connect to diffusion nodes by social links. The state of three rumors are detailed in Table 3 . Those three rumors were diffused widely in Weibo which is one of the largest Microblog in China. Because of the limitation of Weibo, we only crawled a subset of diffusion network. Although the diffusion network of rumor 2 only includes 580 nodes, it can show the diffusion process as well. An example of diffusion network is shown in Figure 3 . In this Figure, the red nodes denote the users who diffuse a rumor. The center nodes are the important nodes who play an important role in rumor diffusion. Those nodes mostly have a lot of die-hard fans who are willing to retweet messages from center nodes. In our dataset, we crawled not only the diffusion nodes but also non-diffusion nodes to simulate the game process.
In our experiment, to validate the performance of our ERRDGM model, we use two measures. Firstly, we use the cover degree to measure the similarity between the simulated rumor diffusion network and true rumor diffusion network. Secondly, we use precision to measure the predication degree for diffusion nodes and non-diffusion nodes. The calculation of cover degree and precision are defined as follows: 
Precision
= N r N t (10) where N pd is the number of true diffusion nodes found by VOLUME 7, 2019 a rumor diffusion predication approach, N td is the number of diffusion nodes in the true diffusion network, N r is the number of right predication nodes including diffusion nodes and non-diffusion nodes, N t is the number of whole nodes. Cover degree and precision are not the only two measures to find the similarity between rumor diffusion networks. However, in our research, we do not focus on how the diffusion path is close to the true diffusion path because this issue relates to many other factors, such as rumor content, user's profile and user's surfing time. We only concern about the diffusion scale which tells how many people are involved in the rumor diffusion and that can be precisely measured from the cover degree and precision. Therefore, in our experiment, we use these two measures to calculate the rumor diffusion scale.
In our game process, we only use the rumor source node to diffuse the rumor and simulate the rumor diffusion process. The parameters are set as follows: u = 10, α = 0.4, β = 0.6, γ = 0.5 and v obeys a normal distribution of (0, 200).
To effectively show the performance of ERRDGM model, we use SIR model as our baseline. In the implementation of SIR model, to improve the performance of SIR model, the global diffusion probabilities are calculated according to the similarity of a rumor content and users' interests which are extracted from the users' posts.
B. EXPERIMENT RESULTS AND ANALYSIS
To test the performance of our model, we perform both breadth first and depth first method for both BRDGM model and ERRDGM model. The performance of our model and SIR model is shown in Table 4 , 5 and 6. To show the effect of our models, we also compare our models with the SIR model [27] and the results are shown in Figure 5 and 6. Because the SIR model calculates the diffusion probability directly, we can obtain the simulated diffusion network without breadth first and depth first method. Furthermore, to find out the diffusion scale of rumor diffusion, we perform the Equal Responsibility game process iteratively and simulate the diffusion social networks which are shown in Figure 7 , 8 and 9. Because there are a lot of nodes in social networks and it is hard to draw a whole nodes 2D social network graph, we only show the nodes which are found as diffusion nodes by ERRDGM model in the simulated diffusion networks.
From the experiment results, we can have the following conclusions:
(1) The ERRDGM model is better than the BRDGM model. Compared with the BRDGM model, the cover degrees of rumor diffusion predication are improved 6%, 6% and 6% for rumor 1, 2 and 3 respectively while the precisions are the same. It indicates that Equal Responsibility is an important factor in rumor diffusion. When users find that more and more users retweet a rumor, they will feel less social responsibility in retweet an unsure information and gain more revenues by the retweet behavior. This result also accords with the concept ''herd mentality'' which describes how people can be influenced by their peers to adopt certain behaviors on a largely emotional, rather than rational in social psychology.
(2) The ERRDGM model is better than the SIR model. Compared with the SIR model, the cover degrees of rumor diffusion predication are improved 9% and 1% for rumor 2 and 3 respectively. But for rumor 1, the cover degree and precision of ERRDGM are decreased 1% and 5% respectively. The results in Figure 5 and 6 show that the ERRDGM model is better in the condition of small diffusion network. In the condition of big diffusion network, the performance of the ERRDGM model is similar with the SIR model. This is because SIR model needs enough data which includes the posted messages and the rumor contents to calculate the diffusion probability. However, in our models, we only use the source diffusion node and the friend links between nodes which are less than the information used in SIR model. We think that if the content factor is introduced in the ERRDGM model, the performance will be further improved and it is our future research work. Furthermore, ERRDGM model shows a significant improvement in small rumor diffusion networks. We think that it is important because it can simulate the rumor diffusion process at the beginning stage of rumor diffusion and save a lot of time to choose a suitable strategy to deal with rumors.
(3) The simulated diffusion networks are similar to the true diffusion networks. These results indicate that our approach can effectively predicate the rumor diffusion scale and network structure. In Figure 7 , 8 and 9, they show three different simulation results. For rumor 1, although the simulated diffusion network structure is not totally same with the true diffusion network structure, it captures the frame of true diffusion network which shows a few diffusion centers and a lot of dense end diffusion nodes. For rumor 2, it also captures the frame of true diffusion network which shows a few diffusion centers and non-dense end diffusion nodes. For rumor 3, although ERRDGM model only finds 29% true diffusion nodes, the simulated diffusion network is almost the same with the true diffusion network.
(4) Since the cover degree of breadth first and depth first are similar, the diffusion scale has no clear relation to the VOLUME 7, 2019 diffusion sequence, it more relates to the user's attribute and circumstance.
V. CONCLUSION
Rumor diffusion predication is a challenge work because of the complicated social network structures and individual diffusion purposes. To simulate the rumor diffusion process at the beginning stage of rumor diffusion, we use game theory to model the diffusion revenue and propose an ERRDGM model which is based on the assumption that the spreaders will share the responsibility of diffusing a rumor. The experiment results show that our model can effectively simulate the rumor diffusion process in social networks and the simulated results are similar to the true diffusion networks. However, in our model, the attribute of individual is not considered. Therefore, in our future work, we will use the users' posts to build users' profiles which help us to deeply consider why an individual will diffuse a rumor.
